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1 Discussion
This document provides further details and clarifications on the QUIC-LL steering functionality for ATSSS.
1.1 Overview of QUIC-LL

The Fig. 1.1-1 shows the model of an MA PDU Session that operates using the QUIC-LL steering functionality.
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Figure 1.1-1: Model of MA PDU Session using QUIC-LL

The QUIC-LL is composed of the following components:

· Access Selection: The Access Selection component operates similarly in the UE and in the UPF. It receives PDUs (i.e. ethernet or IP packets) from the upper layer and, for each PDU, it selects either 3GPP access or non-3GPP access to transmit the PDU. In the UE, the selection is based on the ATSSS rules and on the access-specific measurements (e.g. RTT, loss rate, etc.) received from the QUIC tunnel client. In the UPF, the selection is based on the N4 rules and on the access-specific measurements (e.g. RTT, loss rate, etc.) received from the QUIC tunnel server.
· QUIC Tunnel Client (QTC): The QUIC tunnel client operates in the UE as a QUIC client application and provides the following functionality:
· 
It establishes N QUIC connections over 3GPP access and N QUIC connections over non-3GPP access with the QUIC tunnel server in the UPF. The number N of QUIC connections, as well as the destination IP address & port for each QUIC connection, is determined from information contained in the PDU Session Establishment Accept message (see the "QUIC Connection Setup Information" below). Each QUIC connection is established immediately after the setup of the MA PDU Session. 
NOTE 1: As explained below, each QUIC connection carries the traffic of one QoS flow only. This is required because the QUIC protocol can multiplex several PDUs in a single QUIC packet. By using a separate QUIC connection for each QoS flow, we ensure that PDUs belonging to different QoS flows cannot be multiplexed in the same QUIC packet.
· 
It receives UL PDUs from the Access Selection component and, for each UL PDU, it selects a QUIC connection to transmit the PDU over the access type indicated by the Access Selection component. The QUIC connection is selected based on the ATSSS rules which contain QUIC connection selection information (see further details below).
· 
It retrieves the measurements obtained by the QUIC protocol per QUIC connection (e.g. RTT, loss rate, congestion) and forwards the measurements to the Access Selection component.
· QUIC Tunnel Server (QTS): The QUIC tunnel server operates in the UPF as a QUIC server application and provides the following functionality:
· 
It accepts the QUIC connections requested by QUIC tunnel client (QTC) in the UE.

· 
It receives DL PDUs from the Access Selection component and, for each DL PDU, it selects a QUIC connection to transmit the PDU over the access type indicated by the Access Selection component. The QUIC connection is selected based on the MAR rules which contain QUIC connection selection information.
· 
It retrieves the measurements obtained by the QUIC protocol per QUIC connection (e.g. RTT, loss rate, congestion) and forwards the measurements to the Access Selection component.
· 
It instructs the QUIC protocol to send PING frames over a QUIC connection on 3GPP access and/or non-3GPP access to detect whether the UE is reachable via this access.
· QUIC protocol: The QUIC protocol component is the standard QUIC protocol as defined by IETF.
To support ATSSS using the QUIC-LL steering functionality, the architecture reference model for ATSSS, as specified in TS 23.501 clause 4.2.10, is enhanced as shown in Fig. 1.1-2. The QUIC-LL steering functionality is implemented in the UE and in the PSA UPF. As noted below, the PMF functionality is not need for an MA PDU Session that applies QUIC-LL. However, the PMF may be needed for an MA PDU Session that does not apply QUIC-LL.
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Figure 1.1-2: Reference Architecture for ATSSS using QUIC-LL

The QUIC-LL functionality tunnels PDUs (e.g. IP packets or Ethernet frames) over a QUIC transport. The protocol stack in the UE and UPF is shown in Fig. 1.1-3. The different IP addresses shown in this figure are explained in the next clause.
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Figure 1.1-3: Protocol stack for QUIC-LL
1.2 MA PDU Session Establishment procedure
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Figure 1.2-1: MA PDU Session establishment using QUIC-LL
The above Fig. 1.2-1 shows how an MA PDU Session is established when (a) the UE indicates support for QUIC-LL and (b) the network accepts to apply QUIC-LL for one or more traffic flows. All steps are the same as the steps used to establish an MA PDU Session in Rel-16 specifications. The additions to support QUIC-LL are shown in red colour and are further discussed below.

1a.
In the PDU Session Establishment Request the UE indicates (in the 5GSM capability) that it supports the QUIC-LL steering functionality and, possibly, other steering functionalities such as MPTCP and ATSSS-LL.

1b.
The AMF selects an SMF supporting ATSSS. It is assumed that, if the network supports QUIC-LL, then all SMFs supporting ATSSS can also support QUIC-LL.

5a.
In the SM Policy Control Create Request, the SMF includes the ATSSS Capabilities of the UE (see TS 23.502 and TS 29.512), which contain the QUIC-LL capability and, possibly, other capabilities already defined, such as "MPTCP functionality with any steering mode and ATSSS-LL functionality with any steering mode", etc.
5b.
The PCF decides to allow the requested MA PDU Session and creates PCC rules containing MA PDU Session Control information (see TS 29.512), which specifies a steering functionality (e.g. QUIC-LL, ATSSS-LL), a steering mode (e.g. Active/Standby), etc.

6a.
Based on the received PCC rules, the SMF creates N4 rules for the UPF including MAR rules for QUIC-LL. An example MAR rule may indicate: Steering functionality = QUIC-LL, Steering mode = Smallest loss rate, QUIC Connection Selection = QUIC Connection #1.

6b.
In the N4 Session Establishment Request, the SMF includes the N4 rules and indicates to UPF that QUIC-LL Control Information should be provided (see next step). The QUIC-LL Control Information indicates to UPF how many QUIC connections are needed per access, which is determined from the received PCC rules. For example, if the SMF received two PCC rules containing steering functionality = QUIC-LL, then the SMF indicates to UPF that two QUIC connections are needed per access (i.e. two QUIC connections over 3GPP access and another two QUIC connections over non-3GPP access). 
6c.
Based on the requested QUIC-LL Control Information, the UPF provides the following QUIC-LL parameters:

1)
Two "UE link-specific QUIC-LL" IP addresses used only by the QUIC-LL functionality in the UE, one associated with the 3GPP access and another associated with the non-3GPP access. It is possible that the UPF provides "UE link-specific QUIC-LL" IP addresses that are not routable via N6 (e.g. IPv6 link-local addresses). For example, the "UE link-specific QUIC-LL" IP addresses may be the following:

UE link-specific QUIC-LL IP address over 3GPP access = 10.10.1.1

UE link-specific QUIC-LL IP address over non-3GPP access = 10.10.2.1

NOTE 1: The "UE link-specific QUIC-LL" IP addresses are similar to the "UE link-specific multipath" IP addresses used for MPTCP, specified in TS 23.502 and TS 29.244.

NOTE 2: 
In case QUIC-LL and MPTCP are enabled for the same MA PDU Session, the "UE link-specific QUIC-LL" IP addresses and the "UE link-specific multipath" IP addresses can be the same.
2)
"QUIC Address Information" which contains (1) two "UPF link-specific QUIC-LL" IP addresses for the UPF, one for each access type and (2) one UPF port number per QUIC connection.

7.
Based on the received PCC rules and the QUIC-LL parameters received from UPF, the SMF creates the following information, which will be sent to the UE:
-
ATSSS rules containing QUIC connection selection information (see details below), 
-
QoS rules (see details below), and
-
"QUIC Connection Setup Information" which contains information for the UE to setup the QUIC connections with the UPF. For example, it indicates that QUIC Connection #1 over 3GPP access should be established toward the UPF IP address 10.10.1.2 and UPF port 53671.
8a. In the PDU Session Establishment Accept, the ATSSS Container (defined in TS 24.193) contains:

1)
The ATSSS rules, which are applied by QTC in the UE to route the traffic of the MA PDU Session across the QUIC connections; and

2)
The "network steering functionalities information" (see TS 24.193), which contains:

a.
The two "UE link-specific QUIC-LL" IP addresses provided by UPF in step 6c; and

b.
The "QUIC Connection Setup information" created by SMF in step 7.
11.
Based on the received "QUIC Connection Setup information" the QTC in the UE establishes one or more QUIC connections with the QTS in the UPF over each access. The UE establishes the QUIC connections immediately after receiving the PDU Session Establishment Accept message. 

1.2.1
MA PDU Session Modification procedure

The MA PDU Session Modification procedure (either network-requested or UE-requested) may be used to add or remove QoS flows from an established MA PDU Session, as already specified in Rel-16.

After the MA PDU Session Modification procedure is completed, then:

-
If a QoS flow is deleted and this QoS flow was used to transfer QUIC-LL traffic, then the two QUIC connections associated with this QoS flow (one QUIC connection per access) are released. The UE receives updated "QUIC Connection Setup Information" in order to determine which QUIC connections to release.

-
If a QoS flow is created and this QoS flow will be used to transfer QUIC-LL traffic, then two QUIC connections associated with this QoS flow (one QUIC connection per access) are established between the UE and UPF. The UE receives updated "QUIC Connection Setup Information" in order to determine the UPF IP addresses and ports for the new QUIC connections.

1.2 Example of QUIC-LL Operation
To better explain the QUIC-LL operation, we consider an example in this clause. In this example, it is assumed that the PCF creates two PCC rules which contain steering functionality = QUIC-LL (see Table 1.3-1 below) and the UPF provides the following QUIC-LL parameters:

1)
"UE Link-specific QUIC-LL" IP addresses: 

UE Link-specific QUIC-LL IP address over 3GPP access = 10.10.1.1

UE Link-specific QUIC-LL IP address over non-3GPP access = 10.10.2.1

2)
QUIC-LL Address Information:

UPF Link-specific QUIC-LL IP address for 3GPP access = 10.10.1.2

UPF Link-specific QUIC-LL IP address for non-3GPP access = 10.10.2.2


UPF Port for QUIC Connection #1 = 53671
UPF Port for QUIC Connection #2 = 53672
Based on the above QUIC-LL Address Information, the SMF creates the following "QUIC Connection Setup information", which is sent to UE. Each line indicates the UPF address and port used for a QUIC connection.
QUIC Connection #1 over 3GPP access: 10.10.1.2 / 53671

QUIC Connection #1 over non-3GPP access: 10.10.2.2 / 53671

QUIC Connection #2 over 3GPP access: 10.10.1.2 / 53672

QUIC Connection #2 over non-3GPP access: 10.10.2.2 / 53672
The UE applies the received "UE link-specific QUIC-LL" IP addresses and the "QUIC Connection Setup information" and establishes two QUIC connections with the UPF over 3GPP access and two QUIC connections with the UPF over non-3GPP access, as shown below.
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Figure 1.3-1

Based on the two PCC rules and the QUIC-LL parameters, the SMF creates the corresponding ATSSS rules and the QoS rules shown in the table below. The Comments column explains the meaning of these rules.
Table 1.3-1
	
	PCC Rules

(created by PCF)
	ATSSS Rules

(created by SMF)
	QoS Rules

(created by SMF)
	Comments

	1
	Precedence = 1

Service Data Flow Template:


App Identity = app1.example.com


Direction=Bidirectional

Policy control:


5QI=3, ARP=1

MA PDU Session Control:


Steering functionality = QUIC-LL
Steering mode = smallest loss rate
	Precedence = 1

Traffic Descriptor:


App Identity = app1.example.com
Access Selection Descriptor: 

Steering functionality = QUIC-LL

Steering mode = smallest loss rate
QUIC Connection Selection Descriptor:

QUIC Connection #1
	Precedence = 1

Rule Operation Code = Create new QoS rule

Packet Filter List 1:


Direction = Bidirectional


Dst. IP=10.10.1.2, Dst. port=53671 
or Dst. IP=10.10.2.2, Dst. port=53671
QFI=3
	The ATSSS rule specifies that the traffic of “app1.example.com” should be sent on the QUIC Connection #1 over 3GPP access when the loss rate of this connection is smaller than the loss rate of the QUIC connection #1 over non-3GPP access; otherwise, it should be sent to the QUIC connection #1 over non-3GPP access. 

The QoS rule specifies that the traffic of QUIC connection #1 over 3GPP access and the traffic of QUIC connection #1 over non-3GPP access is mapped to the QoS flow with QFI=3. Essentially, this means that QUIC connection #1 (over any access) is mapped to QoS flow with QFI=3.

	2
	Precedence = 2

Service Data Flow Template:


Match-all


Direction=Bidirectional

Policy control:


5QI=5, ARP=3

MA PDU Session Control:


Steering functionality = QUIC-LL
Steering mode = smallest delay
	Precedence = 2

Traffic Descriptor:


Match-all

Access Selection Descriptor: 

Steering functionality = QUIC-LL

Steering mode = smallest delay

QUIC Connection Selection Descriptor:

QUIC Connection #2
	Precedence = 2

Rule Operation Code = Create new QoS rule

Packet Filter List 1:


Direction = Bidirectional


Dst. IP=10.10.1.2, Dst. port=53672 
or Dst. IP=10.10.2.2, Dst. port=53672
QFI=5
	The ATSSS rule specifies that the default traffic (match-all) should be sent on the QUIC Connection #2 over 3GPP access when the delay of this connection is smaller than the delay of the QUIC connection #2 over non-3GPP access; otherwise, it should be sent to the QUIC connection #2 over non-3GPP access. 

The QoS rule specifies that the traffic of QUIC connection #2 over 3GPP access and the traffic of QUIC connection #2 over non-3GPP access is mapped to the QoS flow with QFI=5. Essentially, this means that QUIC connection #2 (over any access) is mapped to QoS flow with QFI=5.


As can be seen from the table above, the QoS rules map the traffic of a QUIC connection to a specific QoS flow. Therefore, all traffic sent on the same QUIC connection is also sent on the same QoS flow. This is necessary because the QUIC protocol can multiplex many PDUs in one QUIC packet, hence, all these PDUs must be sent on the QoS flow which the QUIC packet is forwarded to.
After the four QUIC connections are established between the UE and the UPF, the QUIC-LL routes the PDUs received from the upper layers to one of these QUIC connections, as illustrated in Fig. 1.3-2 below.

The Access Selection component in the UE receives PDUs (e.g. IP packets or Ethernet frames) from the upper layers and, for each PDU, it finds a matching ATSSS rule. Based on the steering mode in the matching ATSSS rule and the received measurements (RTT, loss rate, etc.) from the QUIC protocol, the Access Selection component selects an access type for each PDU and forwards the PDU with the selected access type to the QTC component. 

The QTC component selects a QUIC connection for each PDU based on the selected access type and the QUIC Connection Selection Descriptor in the matching ATSSS rule. For example, if the selected access type is 3GPP and the QUIC Connection Selection Descriptor is "QUIC Connection #1", then QTC sends the PDU to the QUIC connection #1 over 3GPP access. Subsequently, the PDU is encapsulated in a QUIC DATAGRAM frame (possibly with more PDUs) and is added to a QUIC/UDP/IP packet destined to [UPF Link-specific QUIC-LL IP address = 10.10.1.2, UPF Port = 53671].

When the QUIC/UDP/IP packet reaches the 3GPP access interface, the QoS rules are applied and the packet is sent to a QoS flow that matches the [UPF Link-specific QUIC-LL IP address = 10.10.1.2, UPF Port = 53671]. 
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Figure 1.3-2: Example of user-plane operation with QUIC-LL

1.3 QUIC-LL vs. ATSSS-LL

Fig. 1.4-1 provides a comparison between the QUIC-LL steering functionality (left) and the ATSSS-LL steering functionality (right). Recall that ATSSS-LL requires the PMF functionality for RTT measurements and/or access availability reports.
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Figure 1.4-1: Comparison of QUIC-LL and ATSSS-LL
The advantages of QUIC-LL over ATSSS-LL include the following:

· QUIC-LL can support new steering modes, which cannot be supported by ATSSS-LL

· 
QUIC-LL supports loss detection, i.e. it can detect when a DATAGRAM frame is lost by using ack-eliciting, as specified in draft-ietf-quic-recovery (“QUIC Loss Detection and Congestion Control”). As a result, QUIC-LL can support traffic steering based on loss rate, such as “send the traffic of App-X to the access with the smallest loss rate”. 

· 
QUIC-LL supports congestion control per QUIC connection by employing the QUIC congestion controller specified in draft-ietf-quic-recovery. As a result, QUIC-LL can support traffic steering based on congestion, such as “send the traffic of App-X to non-3GPP access if not congested; otherwise send it to 3GPP access”.

· QUIC-LL can support RTT measurements per QoS flow, which are not supported by PMF
· 
The QUIC protocol measures the RTT for each QUIC connection, as specified in clause 4 of draft-ietf-quic-recovery. Since each QUIC connection is associated with a QoS flow (as discussed above), the QUIC-LL inherently supports RTT measurements per QoS flow.

· 
By using QUIC-LL, there is no need to extend the PMF procedures in order to support RTT measurements per QoS flow.

· The PMF protocol is not needed

· 
Not only QUIC-LL can support RTT measurements per QoS flow, as mentioned above, but it can also verify that peers are still alive by using QUIC PING frames. Hence, the UPF can send PING frames over 3GPP or non-3GPP access to verify whether the UE is reachable over this access. Hence, the RTT measurements and the access-availability reports of PMF protocol are not needed, when QUIC-LL is applied.
· 
Since the PMF protocol is not needed, there is no need to send Measurement Assistance Information to the UE.

The disadvantage of QUIC-LL over ATSSS-LL is that:

· QUIC-LL produces benefits at the cost of extra complexity and extra overhead. As can be seen from the following figure, after a QUIC connection is established, the overhead introduced by QUIL-LL is 29bytes / QUIC packet (which can contain one PDU or multiple PDUs).
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Figure 1.4-2

1.4.1
Using QUIC-LL and ATSSS-LL in the same MA PDU Session

To exploit the advantages of both QUIC-LL and ATSSS-LL, an MA PDU Session can be setup to utilize both steering functionalities, as shown in Fig. 1.4.1-1. This is very easily achieved since the Access Selection component is common to both QUIC-LL and ATSSS-LL (see Fig. 1.4-1 above).
The Access Selection component matches a PDU received from the upper layer with an ATSSS rule (or an N4 rule in UPF) and selects the access which the PDU should be sent to. Then, the PDU is sent either directly to the selected access (when the steering mode in the matched ATSSS rule is ATSSS-LL) or to the QUIC Tunnel Client (when the steering mode in the matched ATSSS rule is QUIC-LL).
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Figure 1.4.1-1: MA PDU Session using both QUIC-LL and ATSSS-LL

An example of ATSSS rules that apply both QUIC-LL and ATSSS-LL is shown below. In this example, the “default” traffic of the MA PDU Session is steered using ATSSS-LL (see ATSSS Rule 3), so this traffic is transmitted with no additional overhead. The traffic of application “app.example.com” is steered using QUIC-LL and a “smallest loss rate” steering mode (see ATSSS Rule 1), while the traffic to IP address x.y.z.w/24 is steered using QUIC-LL and a congestion-based steering mode (see ATSSS Rule 2). In particular, the traffic to IP address x.y.z.w/24 traffic is sent to QUIC connection #2 over 3GPP access, when the QUIC protocol does not identify congestion on this QUIC connection; otherwise, it is sent to QUIC connection #2 over non-3GPP access.
As it can be seen from this example and from Fig. 1.4.1-1 above, the QUIC-LL and the ATSSS-LL steering functionalities can easily work together in the same MA PDU Session, since the Access Selection component is common to both. The QUIC-LL can be used for traffic flows that require complicated steering modes (such as “smallest loss rate”, “smallest delay”, congestion-based), while the ATSSS-LL can be used for traffic flows that do not require complicated steering modes (such as Active/Standby).
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Figure 1.4.1-2: Example of ATSSS rules using both QUIC-LL and ATSSS-LL

1.5 QUIC-LL vs. draft-piraux-quic-tunnel
The QUIC-LL solution does not use the "Tunneling Internet protocols inside QUIC" (draft-piraux-quic-tunnel) for the following reasons:

1. Avoid dependency on an early-stage and incomplete IETF draft (i.e. draft-piraux-quic-tunnel), which is unlikely to be completed in time for 3GPP Rel-17.
2. Avoid unnecessary overhead introduced by draft-piraux-quic-tunnel, such as the Protocol Type, which contains the protocol type of the encapsulated PDU, e.g. IPv4, IPv6, Ethernet, etc. In a 3GPP system, this Protocol Type is not needed since the MA PDU Session type defines the type of PDUs exchanged between the UE and the UPF.

3. The draft-piraux-quic-tunnel defines signalling messages that can be exchanged between the QUIC tunnel peers (between the UE and UPF), such as “New Session”, “Join Session”, etc. However, for the purposes of ATSSS we believe that such messages are not needed. Some of the information in these messages can be exchanged anyway by using NAS signalling.
However, as the draft-piraux-quic-tunnel document is continuously updated, it may address the above issues (the latest draft v3, already addresses some of them). If the draft-piraux-quic-tunnel is sufficiently progressed in IETF until the Rel-17 freeze date, then the QUIC-LL solution can easily adopt the procedures specified in this document. This will align the QUIC tunnelling procedures defined in IETF and in 3GPP.
1.6 Support of Steering Modes
The QUIC-LL supports the steering modes defined in Rel-16 with the following clarifications:

-
Active-Standby: Supported.

-
Smallest Delay: Supported with improved RTT estimation. The QUIC protocols estimates the RTT for each QUIC connection as defined in in draft-ietf-quic-recovery [7]. Since the traffic of each QUIC connection is mapped to a QoS flow, then QUIC-LL supports RTT estimation per QoS flow. Hence, the access with the smallest delay is more accurately estimated, than in Rel-16 where the RTT is estimated using the default QoS flow only.

-
Load-Balancing: Supported without re-ordering. The QUIC-LL does not support re-ordering of the packets transmitted via different accesses. If, for example, 80% of the packets of a data flow are sent to QUIC connection #1 over 3GPP access and 20% of the packets of the same data flow are sent to QUIC connection #1 over non-3GPP access, then the packets of this data flow may arrive at the receiving end out of order. It is assumed that upper layers (e.g. TCP) or the application itself will be able to do packet re-ordering.

-
Priority-based: Supported by using the congestion control mechanism of QUIC (defined in draft-ietf-quic-recovery [7]). When a data flow is sent to QUIC connection #1 over 3GPP access, and the QUIC protocol determines that this QUIC connection is congested, then the data flow is transferred to QUIC connection #1 over non-3GPP access.

The QUIC-LL supports also the following steering modes, not supported in Rel-16:
-
Smallest Loss Rate: Supported by using the ack-eliciting mechanism defined in draft-ietf-quic-recovery, with which the QUIC protocol can estimate the loss rate of a QUIC connection. Example of ATSSS rule using this steering mode: "Send the traffic of App1 to the access with the smallest loss rate".

-
Loss Rate Threshold: Supported by using the ack-eliciting mechanism defined in draft-ietf-quic-recovery, with which the QUIC protocol can estimate the loss rate of a QUIC connection. Example of ATSSS rule using this steering mode: "Send the traffic of App1 to 3GPP access if loss rate < 1%; otherwise, send it to non-3GPP access".

-
RTT Threshold: Supported by using the RTT estimation mechanism defined in draft-ietf-quic-recovery, with which the QUIC protocol can estimate the RTT of a QUIC connection. Example of ATSSS rule using this steering mode: "Send the traffic of App1 to non-3GPP access if RTT < 100ms; otherwise, send it to 3GPP access".
1.7 QUIC-LL using NULL encryption
As specified in draft-ietf-quic-tls ("Using TLS to Secure QUIC"), the QUIC protocol uses TLS 1.3 to negotiate cipher suites for protecting the traffic between the two QUIC peers (i.e. UE and UPF). In a 3GPP network, where there are underlying mechanisms to protect the traffic between the UE and UPF, it may not be desirable to apply additional security protection at the QUIC protocol level. This must be investigated by SA3. 

If there is need to support QUIC using NULL encryption between UE and UPF, this need should be communicated to IETF and either addressed by IETF or addressed by 3GPP, e.g. by specifying a "3GPP 5G profile for QUIC" which can support different cipher suites than those defined by IETF, including cipher suites using NULL encryption. Note that a "3GPP 5G profile for EAP-AKA' " is already defined in TS 33.501, Annex F.
2. Proposal
Based on the above discussion, the following changes are proposed to the QUIC-LL solution. Note that the existing text of the QUIC-LL solution is deleted and is substituted with new text only for improving readability. It should not be interpreted as a complete change of the existing QUIC-LL solution.
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6.0
Mapping Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Title
	Key Issue(s)

	#1
	QUIC-LL Steering Functionality
	1 & 2

	#2
	New steering mode – Autonomous steering mode
	1

	#3
	New steering mode – Autonomous steering mode with advanced PMF
	1

	#4
	New steering mode – Redundant steering mode
	1

	#5
	Replacing 3GPP access leg of MA-PDU Session with PDN connection in EPC
	3

	#6
	MPQUIC-LL Steering Functionality
	2

	#7
	Proposed solution based on MP-QUIC
	2

	#8
	Proposed solution based on QUIC
	2


6.1
Solution #1: QUIC-LL Steering Functionality
6.1.1
Introduction
This clause defines a new ATSSS steering functionality called QUIC-Low Layer (QUIC-LL). It is a "Low Layer" steering functionality because it operates below the IP layer (such as ATSSS-LL), in contrast to a high layer steering functionality that operates above the IP layer (such as MPTCP).
The QUIC-LL provides an unreliable tunnelling service between the UE and the UPF that is based on:

1.
The QUIC protocol (version 1) specified in draft-ietf-quic-transport [6] along with accompanying documents that describe QUIC's loss detection and congestion control (draft-ietf-quic-recovery [7]) and the use of TLS for key negotiation (draft-ietf-quic-tls [x1]); and

2.
The QUIC extensions specified in draft-ietf-quic-datagram [8] for supporting unreliable datagram transport.

The Fig. 6.1.1-1 shows the model of an MA PDU Session that operates using the QUIC-LL steering functionality.
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Figure 6.1.1-1: Model of MA PDU Session using QUIC-LL

The QUIC-LL is composed of the following components:
-
Access Selection: The Access Selection component operates similarly in the UE and in the UPF. It receives PDUs (i.e. ethernet or IP packets) from the upper layer and, for each PDU, it selects either 3GPP access or non-3GPP access to transmit the PDU. In the UE, the selection is based on the ATSSS rules and on the access-specific measurements (e.g. RTT, loss rate, etc.) received from the QUIC tunnel client. In the UPF, the selection is based on the N4 rules and on the access-specific measurements (e.g. RTT, loss rate, etc.) received from the QUIC tunnel server.
-
QUIC Tunnel Client (QTC): The QUIC tunnel client operates in the UE as a QUIC client application and provides the following functionality:

-
It establishes N QUIC connections over 3GPP access and N QUIC connections over non-3GPP access with the QUIC tunnel server in the UPF. The number N of QUIC connections, as well as the destination IP address & port for each QUIC connection, is determined from information contained in the PDU Session Establishment Accept message (see the "QUIC Connection Setup Information" below). Each QUIC connection is established immediately after the setup of the MA PDU Session.
NOTE 1:
As explained below, each QUIC connection carries the traffic of one QoS flow only. This is required because the QUIC protocol can multiplex several PDUs in a single QUIC packet. By using a separate QUIC connection for each QoS flow, we ensure that PDUs belonging to different QoS flows cannot be multiplexed in the same QUIC packet.
-
It receives UL PDUs from the Access Selection component and, for each UL PDU, it selects a QUIC connection to transmit the PDU over the access type indicated by the Access Selection component. The QUIC connection is selected based on the ATSSS rules which contain QUIC connection selection information (see further details below).

-
It retrieves the measurements obtained by the QUIC protocol per QUIC connection (e.g. RTT, loss rate, congestion) and forwards the measurements to the Access Selection component.
-
QUIC Tunnel Server (QTS): The QUIC tunnel server operates in the UPF as a QUIC server application and provides the following functionality:

-
It accepts the QUIC connections requested by QUIC tunnel client (QTC) in the UE.
-
It receives DL PDUs from the Access Selection component and, for each DL PDU, it selects a QUIC connection to transmit the PDU over the access type indicated by the Access Selection component. The QUIC connection is selected based on the MAR rules which contain QUIC connection selection information (see further details below).

-
It retrieves the measurements obtained by the QUIC protocol per QUIC connection (e.g. RTT, loss rate, congestion) and forwards the measurements to the Access Selection component.
-
It instructs the QUIC protocol to send PING frames over a QUIC connection on 3GPP access and/or non-3GPP access to detect whether the UE is reachable via this access.
-
QUIC protocol: The QUIC protocol component is the standard QUIC protocol as defined by IETF.
To support ATSSS using the QUIC-LL steering functionality, the architecture reference model for ATSSS, as specified in TS 23.501 clause 4.2.10, is enhanced as shown in Fig. 6.1.1-2. The QUIC-LL steering functionality is implemented in the UE and in the PSA UPF. The PMF functionality is not need for an MA PDU Session that applies QUIC-LL. However, the PMF may be needed for an MA PDU Session that does not apply QUIC-LL.
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Figure 6.1.1-2: Reference Architecture for ATSSS using QUIC-LL

The QUIC-LL steering functionality tunnels PDUs (e.g. IP packets or Ethernet frames) over a QUIC transport. The protocol stack in the UE and UPF is shown in Fig. 6.1.1-3. The different IP addresses shown in this figure are explained in the next clause.
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Figure 6.1.1-3: Protocol stack for QUIC-LL
In summary, the QUIC-LL:
a.
Supports an unreliable and secure tunneling service between the UE and UPF.

b.
Does not support retransmission of lost QUIC datagram frames but supports loss detection, according to draft-ietf-quic-datagram [6].

c.
Supports congestion control per QUIC connection, i.e. it employs the QUIC connection's congestion controller. As a result, the UE and the UPF may stop sending datagram frames on a QUIC connection when congestion is detected by the QUIC protocol on this connection.

d.
Supports round-trip and packet loss measurements per QUIC connection, as specified in draft-ietf-quic-transport [6]. Since each QUIC connection is transmitted on a specific QoS flow (see details below), this means that QUIC-LL supports round-trip measurements per QoS flow and packet loss measurements per QoS flow.

6.1.2
MA PDU Session Establishment procedure
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Figure 6.1.2-1: MA PDU Session establishment using QUIC-LL
The above Fig. 6.1.2-1 shows how an MA PDU Session is established when (a) the UE indicates support for QUIC-LL and (b) the network accepts to apply QUIC-LL for one or more traffic flows. All steps are the same as the steps used to establish an MA PDU Session in Rel-16 specifications. The additions to support QUIC-LL are discussed below.

 1a. In the PDU Session Establishment Request the UE indicates (in the 5GSM capability) that it supports the QUIC-LL steering functionality and, possibly, other steering functionalities such as MPTCP and ATSSS-LL.

1b.
The AMF selects an SMF supporting ATSSS. It is assumed that, if the network supports QUIC-LL, then all SMFs supporting ATSSS can also support QUIC-LL.

5a.
In the SM Policy Control Create Request, the SMF includes the ATSSS Capabilities of the UE (see TS 23.502 and TS 29.512), which contain the QUIC-LL capability and, possibly, other capabilities already defined, such as "MPTCP functionality with any steering mode and ATSSS-LL functionality with any steering mode", etc.

5b.
The PCF decides to allow the requested MA PDU Session and creates PCC rules containing MA PDU Session Control information (see TS 29.512), which specifies a steering functionality (e.g. QUIC-LL, ATSSS-LL), a steering mode (e.g. Active/Standby), etc.

6a.
Based on the received PCC rules, the SMF creates N4 rules for the UPF including MAR rules for QUIC-LL. An example MAR rule may indicate: Steering functionality = QUIC-LL, Steering mode = Smallest loss rate, QUIC Connection Selection = QUIC Connection #1.

6b.
In the N4 Session Establishment Request, the SMF includes the N4 rules and indicates to UPF that QUIC-LL Control Information should be provided (see next step). The QUIC-LL Control Information indicates to UPF how many QUIC connections are needed per access, which is determined from the received PCC rules. For example, if the SMF received two PCC rules containing steering functionality = QUIC-LL, then the SMF indicates to UPF that two QUIC connections are needed per access (i.e. two QUIC connections over 3GPP access and another two QUIC connections over non-3GPP access). 

6c.
Based on the requested QUIC-LL Control Information, the UPF provides the following QUIC-LL parameters:

1)
Two "UE link-specific QUIC-LL" IP addresses used only by the QUIC-LL functionality in the UE, one associated with the 3GPP access and another associated with the non-3GPP access. It is possible that the UPF provides "UE link-specific QUIC-LL" IP addresses that are not routable via N6 (e.g. IPv6 link-local addresses). For example, the "UE link-specific QUIC-LL" IP addresses may be the following:

UE link-specific QUIC-LL IP address over 3GPP access = 10.10.1.1

UE link-specific QUIC-LL IP address over non-3GPP access = 10.10.2.1

NOTE 1: The "UE link-specific QUIC-LL" IP addresses are similar to the "UE link-specific multipath" IP addresses used for MPTCP, specified in TS 23.502 and TS 29.244.

NOTE 2: 
In case QUIC-LL and MPTCP are enabled for the same MA PDU Session, the "UE link-specific QUIC-LL" IP addresses and the "UE link-specific multipath" IP addresses can be the same.
2)
"QUIC Address Information" which contains (1) two "UPF link-specific QUIC-LL" IP addresses for the UPF, one for each access type and (2) one UPF port number per QUIC connection.

7.
Based on the received PCC rules and the QUIC-LL parameters received from UPF, the SMF creates the following information, which will be sent to the UE:

-
ATSSS rules containing QUIC connection selection information (see details below), 

-
QoS rules (see details below), and

-
"QUIC Connection Setup Information" which contains information for the UE to setup the QUIC connections with the UPF. For example, it indicates that QUIC Connection #1 over 3GPP access should be established toward the UPF IP address 10.10.1.2 and UPF port 53671.
8a. In the PDU Session Establishment Accept, the ATSSS Container (defined in TS 24.193) contains:

1)
The ATSSS rules, which are applied by QTC in the UE to route the traffic of the MA PDU Session across the QUIC connections; and

2)
The "network steering functionalities information" (see TS 24.193), which contains:

a.
The two "UE link-specific QUIC-LL" IP addresses provided by UPF in step 6c; and

b.
The "QUIC Connection Setup information" created by SMF in step 7.
11.
Based on the received "QUIC Connection Setup information" the QTC in the UE establishes one or more QUIC connections with the QTS in the UPF over each access. The UE establishes a QUIC connection immediately after receiving the PDU Session Establishment Accept message. 
6.1.3
MA PDU Session Modification procedure

The MA PDU Session Modification procedure (either network-requested or UE-requested) may be used to add or remove QoS flows from an established MA PDU Session, as already specified in Rel-16.
After the MA PDU Session Modification procedure is completed, then:

-
If a QoS flow is deleted and this QoS flow was used to transfer QUIC-LL traffic, then the two QUIC connections associated with this QoS flow (one QUIC connection per access) are released. The UE receives updated "QUIC Connection Setup Information" in order to determine which QUIC connections to release.
-
If a QoS flow is created and this QoS flow will be used to transfer QUIC-LL traffic, then two QUIC connections associated with this QoS flow (one QUIC connection per access) are established between the UE and UPF. The UE receives updated "QUIC Connection Setup Information" in order to determine the UPF IP addresses and ports for the new QUIC connections.
6.1.4
Example of QUIC-LL Operation
To better explain the QUIC-LL operation, we consider an example in this clause. In this example, it is assumed that the PCF creates two PCC rules which contain steering functionality = QUIC-LL (see Table 6.1.4-1 below) and the UPF provides the following QUIC-LL parameters:

1)
"UE Link-specific QUIC-LL" IP addresses: 

UE Link-specific QUIC-LL IP address over 3GPP access = 10.10.1.1

UE Link-specific QUIC-LL IP address over non-3GPP access = 10.10.2.1

2)
QUIC-LL Address Information:

UPF Link-specific QUIC-LL IP address for 3GPP access = 10.10.1.2

UPF Link-specific QUIC-LL IP address for non-3GPP access = 10.10.2.2


UPF Port for QUIC Connection #1 = 53671
UPF Port for QUIC Connection #2 = 53672
Based on the above QUIC-LL Address Information, the SMF creates the following "QUIC Connection Setup information", which is sent to UE. Each line indicates the UPF address and port used for a QUIC connection.
QUIC Connection #1 over 3GPP access: 10.10.1.2 / 53671

QUIC Connection #1 over non-3GPP access: 10.10.2.2 / 53671

QUIC Connection #2 over 3GPP access: 10.10.1.2 / 53672

QUIC Connection #2 over non-3GPP access: 10.10.2.2 / 53672
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Figure 6.1.4-1

Based on the two PCC rules and the QUIC-LL parameters, the SMF creates the corresponding ATSSS rules and the QoS rules shown in the table below. The Comments column explains the meaning of these rules.

Table 6.1.4-1
	
	PCC Rules

(created by PCF)
	ATSSS Rules

(created by SMF)
	QoS Rules

(created by SMF)
	Comments

	1
	Precedence = 1

Service Data Flow Template:


App Identity = app1.example.com


Direction=Bidirectional

Policy control:


5QI=3, ARP=1

MA PDU Session Control:


Steering functionality = QUIC-LL
Steering mode = smallest loss rate
	Precedence = 1

Traffic Descriptor:


App Identity = app1.example.com
Access Selection Descriptor: 

Steering functionality = QUIC-LL

Steering mode = smallest loss rate
QUIC Connection Selection Descriptor:

QUIC Connection #1
	Precedence = 1

Rule Operation Code = Create new QoS rule

Packet Filter List 1:


Direction = Bidirectional


Dst. IP=10.10.1.2, Dst. port=53671 
or Dst. IP=10.10.2.2, Dst. port=53671
QFI=3
	The ATSSS rule specifies that the traffic of “app1.example.com” should be sent on the QUIC Connection #1 over 3GPP access when the loss rate of this connection is smaller than the loss rate of the QUIC connection #1 over non-3GPP access; otherwise, it should be sent to the QUIC connection #1 over non-3GPP access. 

The QoS rule specifies that the traffic of QUIC connection #1 over 3GPP access and the traffic of QUIC connection #1 over non-3GPP access is mapped to the QoS flow with QFI=3. Essentially, this means that QUIC connection #1 (over any access) is mapped to QoS flow with QFI=3.

	2
	Precedence = 2

Service Data Flow Template:


Match-all


Direction=Bidirectional

Policy control:


5QI=5, ARP=3

MA PDU Session Control:


Steering functionality = QUIC-LL
Steering mode = smallest delay
	Precedence = 2

Traffic Descriptor:


Match-all

Access Selection Descriptor: 

Steering functionality = QUIC-LL

Steering mode = smallest delay

QUIC Connection Selection Descriptor:

QUIC Connection #2
	Precedence = 2

Rule Operation Code = Create new QoS rule

Packet Filter List 1:


Direction = Bidirectional


Dst. IP=10.10.1.2, Dst. port=53672 
or Dst. IP=10.10.2.2, Dst. port=53672

QFI=5
	The ATSSS rule specifies that the default traffic (match-all) should be sent on the QUIC Connection #2 over 3GPP access when the delay of this connection is smaller than the delay of the QUIC connection #2 over non-3GPP access; otherwise, it should be sent to the QUIC connection #2 over non-3GPP access. 

The QoS rule specifies that the traffic of QUIC connection #2 over 3GPP access and the traffic of QUIC connection #2 over non-3GPP access is mapped to the QoS flow with QFI=5. Essentially, this means that QUIC connection #2 (over any access) is mapped to QoS flow with QFI=5.


As can be seen from the table above, the QoS rules map the traffic of a QUIC connection to a specific QoS flow. Therefore, all traffic sent on the same QUIC connection is also sent on the same QoS flow. This is necessary because the QUIC protocol can multiplex many PDUs in one QUIC packet, hence, all these PDUs must be sent on the QoS flow which the QUIC packet is forwarded to.

After the four QUIC connections are established between the UE and the UPF, the QUIC-LL routes the PDUs received from the upper layers to one of these QUIC connections, as illustrated in Fig. 6.1.4-2 below.

The Access Selection component in the UE receives PDUs (e.g. IP packets or Ethernet frames) from the upper layers and, for each PDU, it finds a matching ATSSS rule. Based on the steering mode in the matching ATSSS rule and the received measurements (RTT, loss rate, etc.) from the QUIC protocol, the Access Selection component selects an access type for each PDU and forwards the PDU with the selected access type to the QTC component. 

The QTC component selects a QUIC connection for each PDU based on the selected access type and the QUIC Connection Selection Descriptor in the matching ATSSS rule. For example, if the selected access type is 3GPP and the QUIC Connection Selection Descriptor is "QUIC Connection #1", then QTC sends the PDU to the QUIC connection #1 over 3GPP access. Subsequently, the PDU is encapsulated in a QUIC DATAGRAM frame (possibly with more PDUs) and is added to a QUIC/UDP/IP packet destined to [UPF Link-specific QUIC-LL IP address = 10.10.1.2, UPF Port = 53671].

When the QUIC/UDP/IP packet reaches the 3GPP access interface, the QoS rules are applied and the packet is sent to a QoS flow that matches the [UPF Link-specific QUIC-LL IP address = 10.10.1.2, UPF Port = 53671]. 
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Figure 6.1.4-2: Example of user-plane operation with QUIC-LL

6.1.5
Support of Steering Modes
The QUIC-LL supports the steering modes defined in Rel-16 with the following clarifications:

-
Active-Standby: Supported.

-
Smallest Delay: Supported with improved RTT estimation. The QUIC protocols estimates the RTT for each QUIC connection as defined in in draft-ietf-quic-recovery [7]. Since the traffic of each QUIC connection is mapped to a QoS flow, then QUIC-LL supports RTT estimation per QoS flow. Hence, the access with the smallest delay is more accurately estimated, than in Rel-16 where the RTT is estimated using the default QoS flow only.

-
Load-Balancing: Supported without re-ordering. The QUIC-LL does not support re-ordering of the packets transmitted via different accesses. If, for example, 80% of the packets of a data flow are sent to QUIC connection #1 over 3GPP access and 20% of the packets of the same data flow are sent to QUIC connection #1 over non-3GPP access, then the packets of this data flow may arrive at the receiving end out of order. It is assumed that upper layers (e.g. TCP) or the application itself will be able to do packet re-ordering.

-
Priority-based: Supported by using the congestion control mechanism of QUIC (defined in draft-ietf-quic-recovery [7]). When a data flow is sent to QUIC connection #1 over 3GPP access, and the QUIC protocol determines that this QUIC connection is congested, then the data flow is transferred to QUIC connection #1 over non-3GPP access.

The QUIC-LL supports also the following steering modes, not supported in Rel-16:
-
Smallest Loss Rate: Supported by using the ack-eliciting mechanism defined in draft-ietf-quic-recovery, with which the QUIC protocol can estimate the loss rate of a QUIC connection. Example of ATSSS rule using this steering mode: "Send the traffic of App1 to the access with the smallest loss rate".

-
Loss Rate Threshold: Supported by using the ack-eliciting mechanism defined in draft-ietf-quic-recovery, with which the QUIC protocol can estimate the loss rate of a QUIC connection. Example of ATSSS rule using this steering mode: "Send the traffic of App1 to 3GPP access if loss rate < 1%; otherwise, send it to non-3GPP access".

-
RTT Threshold: Supported by using the RTT estimation mechanism defined in draft-ietf-quic-recovery, with which the QUIC protocol can estimate the RTT of a QUIC connection. Example of ATSSS rule using this steering mode: "Send the traffic of App1 to non-3GPP access if RTT < 100ms; otherwise, send it to 3GPP access".

6.1.6
Impacts on services, entities, interfaces and IETF protocols
IETF protocols

-
The QUIC-LL solution is based on the following QUIC draft specifications defined by IETF. The QUIC-LL does not require any changes to these specifications.
- 
draft-ietf-quic-transport [6]
-
draft-ietf-quic-recovery [7]
-
draft-ietf-quic-tls [x1]
-
draft-ietf-quic-datagram [8]
NOTE 1:
If the draft-piraux-quic-tunnel [9] is sufficiently progressed in IETF until the Rel-17 freeze date, the QUIC-LL can easily adopt the procedures specified in this document. This will align the QUIC tunnelling procedures defined in IETF and in 3GPP.
-
If there is need to support QUIC using NULL encryption between UE and UPF, this need should be communicated to IETF and either addressed by IETF or addressed by 3GPP, e.g. by specifying a "3GPP 5G profile for QUIC" which can support different cipher suites than those defined by IETF, including cipher suites using NULL encryption. This aspect should be further investigated by SA3.
AMF

-
No impact. It is assumed that if 5GC supports ATSSS / Rel-17, then all ATSSS-capable SMFs in 5GC are capable of supporting QUIC-LL.

SMF

-
From the PCC rules, it shall determine the number of QUIC connections needed per access.

-
Shall indicate to UPF the number of QUIC connections needed per access.

-
Shall create and send to UE the "QUIC Connection Setup Information" based on the QUIC-LL Address Information received from UPF.

-
From the received PCC rules, it shall create corresponding ATSSS rules and QoS rules for the UE. An ATSSS rule using the QUIC-LL steering functionality shall map the traffic of a service data flow to a specific QUIC connection.
-
Each QoS rule shall map the traffic of a QUIC connection to an associated QoS flow.

-
From the received PCC rules, it shall create corresponding N4 rules (PDRs, MAR, QER, etc.) for the UPF.

PCF

-
Shall be able to create PCC rules using the QUIC-LL steering functionality.
UPF:

-
Shall be able to allocate the "UE Link-specific QUIC-LL" IP addresses.
-
Shall be able to allocate QUIC-LL Address Information, i.e. two IP addresses used for QUIC-LL (one per access) and one UDP port number for each QUIC connection.
-
Shall apply the N4 rules (e.g. PDRs and associated MARs) to select an access type and a QUIC connection for each DL PDU. Each MAR using the QUIC-LL steering functionality shall identify a QUIC Connection.
-
Shall apply the QoS Enforcement Rules (QERs) to map the traffic of each QUIC connection to a QoS flow.
UE:

-
Shall be able to indicate support of QUIC-LL when requesting a MA PDU Session.

-
Shall establish N QUIC connections to UPF via each access, based on the received "QUIC Connection Setup Information".

-
Shall apply the ATSSS rules to select an access type and a QUIC connection for each UL PDU. Each ATSSS rule using the QUIC-LL steering functionality shall identify a QUIC Connection.
-
Shall apply the QoS rules to map the traffic of each QUIC connection to a QoS flow.
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SSC Mode, 5GSM capability)



10b. N4 Session Modification Req.
(DL TEID)


2. Create SM Context Req.
SUPI, PDU Session ID, S-NSSAI, 
DNN, Request Type = MA PDU Request, 
Access Type, RAT Type, UE location, 
PDU Session Establishment Req.(...)
4. Create SM Context Res.
201 Created
URI of created SM ctx resource

10a. Update SM Context Req.

10d. Update SM Context Res.

8b. N1N2 Message Transfer Res.
1b. NGAP Uplink NAS Transport
UL NAS Transport
UDM

3a. Get SM subscription data
9c. NGAP PDU Session Resource
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QUIC-LL supported
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5a. SM Policy Control Create Req.
MA PDU Request, ATSSS Capability (QUIC-LL)

5b. SM Policy Control Create Res.
PCC rules with MA PDU Session Control
using QUIC-LL steering functionality
PCF

3b. UECM Registration
1) Decide that MA PDU Session is allowed. 
2) Decide to apply QUIC-LL steering functionality.
7. Derive "QUIC Connection Setup Information” and 
ATSSS/QoS rules for the UE.
6a. Derive N4 rules for the UPF including MAR rules for QUIC-LL.

6b. N4 Session Establishment Req.
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8a. N1N2 Message Transfer Req.
PDU Session Establishment Accept
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ATSSS Container)
11a. The QTC in the UE starts the establishment of N QUIC connections with UPF over 3GPP access
11b. After the user-plane over non-3GPP access is established, the QTC in the UE starts the establishment of N QUIC connections with UPF over non-3GPP access
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